MHOOPMAIIMOHHAS TAMATKA
JUISI POIUTEJEN

C KaXXIbIM I'OJJOM MOJIOACKHU B UHTCPHCTC CTAHOBUTBLCA 60J'IBH_IC, da IIKOJIbHUKKW OOHU U3
CaMBIX aKTHBHBIX IOJIb30BaTeneld Pynera. Mexay TeMmM, HOMHMO OTPOMHOTO KOJHYECTBa
BO3MOKHOCTEH, MHTEPHET HECeT W MpoOjeMbl. JTa maMsaTKa J0JDKHA ToMoYyb Tebe 0e30macHo
HaXOJHUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BUPYC - 3TO DPAa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTJIMYMTEIbHOM
0COOEHHOCTBIO KOTOPOH SIBIISICTCS CIIOCOOHOCTh K pPa3MHOXKEHHIO. B 1omosiHeHHe K 3ToMy,
BUPYCbl MOTYT IOBPEAMTb WM IIOJHOCTBIO YHMUYTOXHUTh Bce (ailibl M JaHHBIE,
MOJIKOHTPOJIBHBIE TIOJIH30BATEINI0, OT IMEHU KOTOPOTo ObLIA 3alylleHa 3apaKeHHas IporpamMmma,
a TaKXe IOBPEeIUTh WIM JaXe YHHYTOXUTh OINEPALMOHHYI0 CUCTEMY cO BceMH (hailiamu B
1esioM. B GosibIIMHCTBE CilydaeB pacrpoCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTob! 3alUTHl OT BPEAOHOCHBIX ITPOrpaMM:

1. Ucnonp3yil cOBpeMEHHbIE ONEPAI[MOHHBIE CUCTEMbI, UMEIOIIUE CEPhE3HbIN YPOBEHD 3alllUTHI
OT BPEJOHOCHBIX IPOTPaAMM;

2. lloctosHHO YycraHaBnuBaik mayTH (UUQPOBBIE 3aIUIaTKH, KOTOPBIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C 1EJIbl0 JAOpPa0OTKM MporpamMMbl) W Jpyrue OOHOBJEHHS CBOEH
orepannoHHOM cucteMbl. CKaunBail MX TOJIBKO C OUIMATIBLHOTO caifta paspadorunka OC. Eciu
CYIIECTBYET PEXHM aBTOMAaTUYECKOT0 OOHOBIIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEpE TOJI MpaBaMH MOJIB30BATENs, @ HE aJIMUHUCTPATOpa. JTO HE
[IO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOIpPaMM MHCTAIIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBMPYCHBIE NPOTpaMMHBIE MPOAYKTHl H3BECTHBIX INPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub GpU3NUECKUI JOCTYI K KOMIIBIOTEPY JJI HOCTOPOHHUX JIULL;

6. Wcnonp3yii BHemHHE HOCUTENW WHGOpMAIMK, TakWe Kak (remka, AUCK Wi (aidn u3
UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpeiBail KoMIbIOTEpHbIE (haiiiibl, MOJYUYEHHbIE U3 HEHAJEKHBIX MCTOUYHUKOB. [laxe Te
(ailnbl, KOTOpbIE MpUCIaT TBOM 3HaKOMBIN. JIydlie yToUHH y HEro, OTIpaBJIsii U OH Tebe UX.

Ceru WI-FI

Wi-Fi - aT0 He Buj nepenayn JaHHBIX, HE TEXHOJOTHUS, a BCEro JuIib OpeH, Mapka. Emie B 1991
roAy HHIEpJaHJICKas KommaHusi 3apeructpupoBaia Openn "WECA", uyro o6o3Havano
cnoBocoueranue "Wireless Fidelity", kotopsiii mepeBoauTcs kak "OecrpoBoiHas TOYHOCTD".

Jlo Hamiero BpeMeHH JoIuIa Jpyras ab0peBuaTypa, KOTopas SBISETCS TaKOW e TEXHOJIOTHUEH.
D10 abbpeBuarypa "Wi-Fi". Takoe Ha3BaHuWe OBUIO JaHO C HAMEKOM Ha CTaHIApPT BBICIICH
3ByKoBo#i TexHuku Hi-Fi, 4To B mepeBojie 03Ha4yaeT "BHICOKAst TOUHOCTB'.

Jla, OecmiaTHBI HMHTEpPHET-IOCTYNl B Kade, OTeNsiX M a’poroprax sBISETCS OTIMYHON
BO3MOKHOCTBIO BBIXO/Ia B HHTEpHET. HO MHOTHE SKCIEPTHI CUUTAIOT, YTO OOMIeAOCTymHbIe Wi-
Fi cetn He sABISIOTCS OE30MACHBIMM.

CoBeTslI 110 6€30MacHOCTH paboTHI B 0011e10cTyHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro nuuHyt0 HHpOpMaruio yepe3 obmenocrynusie Wi-Fi cetu. PaGoras B
HUX, )KeJIaTeIbHO He BBOJUTH MAPOJIN JOCTYIIA, JIOTUHBI U KAKUE-TO HOMEPa;

2. Ucnonp3yit u OOHOBISAH aHTHBHpPYCHBIE NporpaMmbl M OpaHamayep. TeM caMbIM TbI
obe3omacuIb ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonszoBanun Wi-Fi otkmoun ¢ynkumio "OOmmii noctyn K daitnam u npuHTepam'.
JlanHast (YyHKIHS 3aKphITa 110 YMOJYaHUIO, OJTHAKO HEKOTOPHIE IMOJB30BATEIN aKTHBHPYIOT €€
U1 y10OCTBa UCMOJIB30BAaHUS B paboTe WK yuebe;



4. He ucnonw3yit myomuunsridi WI-FI qist mepenaum TMUHBIX TaHHBIX, HAIlpUMEp IS BBIXOJA B
COITMAJIbHBIC CETU WU B 3JICKTPOHHYIO MOUTY;

5. Wcnonp3yii ToJIbKO 3ammineHHoe coeauHenue depe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-apeca BBou UMeHHO "https://";

6. B moOunbHOM Tenedone otkimoun pyHkuuio "Ioakmouenne k Wi-Fi aBromarnuecku". He
JOIYCKail aBTOMaTH4ECKOTro MOAKIII0UYeHHs ycTpoiicTBa K cetsim Wi-Fi 0e3 TBoero cornacusi.

ConunanbHble ceTH

ConuasibHbIE CETH aKTHBHO BXOSAT B HAIly XU3Hb, MHOTHE JIFOAM PAOOTAIOT W KUBYT TaM
nocTosiHHO, a B Facebook yke 3aperucTpupoBaH MUJLTHAP[A YEIOBEK, YTO SIBJSICTCS OIHOM
CeIbMOW BCEX JKUTeNel IuIaHeTsl. MHOTHE MOJb30BaTelM HE MOHMMAIOT, YTO HMHGMOpMAIus,
pa3MelieHHass UMU B COIMAJIbHBIX CETSX, MOKET ObITh HalJIeHa U MCIOJIb30BaHa KEM yroJIHO, B
TOM YHCJIE€ HE 00sI3aTEIBHO C OJIariMHU HaMEPEHHUSIMU.

OcHOBHbIE COBETHI IO 0€30aCHOCTHU B COL[UANIBHBIX CETSX:

1. Orpannub cnucok npy3eil. Y TeOs B ApY3biX HE JOJDKHO OBITH CIyYalHBIX U HE3HAKOMBIX
JIIOJICH;

2. 3amuimai CBOIO YacTHYIO XU3Hb. He ykaspiBail mapoiu, TenedoHbI, ajapeca, JaTy TBOETO
POXKICHHUS U APYTyIO JIUYHYI0 HWHGOpMAaLNI0. 3MOYMBIIUICHHUKH MOTYT HCIOJb30BaTh Jlaxke
MH(OPMAIIHIO O TOM, KaK ThI U TBOH POJUTEIIN TUIAHUPYETE MPOBECTH KAHUKYJIBI;

3. Bammiai cBOIO pemyTaluio - JIepPKU €€ B YHMCTOTe M 3ajaBail ceOe BOMPOC: XOTeN Obl ThI,
9TOOBI Jpyrue MOJb30BATENH BUACIH, YTO THI 3arpyxaemsb? Ilogymaii, mpexkiae 4em 4YTo-To
OIMyOJIMKOBAaTh, HAMKMCATh U 3aTPY3UTh;

4. Eciu Tl TOBOpULIb C JIFOJIbMU, KOTOPBIX HE 3HAEIb, HE MCIOJIb3YyH CBOE peajlbHOE UMS U
JIPYTYIO JTUUHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO yueObl U MpoUee;

5. U36eraii pasmemenus ¢ororpaduii B MHTEpHETE, Te THl H300pakK€H HAa MECTHOCTH, TIO
KOTOPOU MOXHO OIPEAEIIUTh TBOE MECTOIOJIOKEHHE;

6. [lpu peructpanuu B CONMAIBHON CETH HEOOXOAMMO HCIIONB30BaTh CIIOXKHBIC ITapOJIH,
cocrosimue u3 OykB ¥ Udp ¥ ¢ KOJTUIECTBOM 3HAKOB HE MeHee 8;

7. JI7is cOIManbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO HCIIOIH30BaTh Pa3HbIC MAPOJIH.
Torma ecnu Te0s B3MOMAIOT, TO 3MIOYMBIIUICHHUKH MOIYyYaT AOCTYI TOJIBKO K OAHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHBIE 1eHbI'T

ONeKTpOHHbIE NEHBIW - O3TO OYEeHb YAOOHBIH CHOCOO MyaTeked, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTST MOJYYUTh 3TH JCHBIH.

DONEeKTPOHHBbIE JEHbIM TMOSIBIJINCh COBCEM HEJAaBHO M HMEHHO H3-3a 3TOr0 BO MHOTHX
rocyapcTBax [0 CUX IOp HE IPONMCAHO PO HUX B 3aKOHAX.

B Poccun e oHM QYHKIIMOHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, IIE UX pa3feisdioT Ha
HECKOJIbKO BHMJIOB - aHOHMMHBIE U HE aHOHUMHBbIE. Pa3HuIia B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercs MpPOBOAUTH oOlepaluu 0e3 HISHTU(PUKALUU T[0JIb30BaTeNs, a B
HEaHOHUMHBIX UJIEHTH(PUKALNS T0JIb30BATEIN SBISETCS 0053aTEbHOM.

Taxxe crenyer pa3ianyaTh 3JIEKTPOHHbIE (PUATHBIE N€HBIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM)
U JIEKTPOHHbIE He(HUaTHBIE ACHBI'H (HE PaBHBI TOCY1apCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO O€3011acCHOM PabOTe C INEKTPOHHBIMU JIEHbIaMHU:

1. TlpuBspku K cuery MOOWIBHBIN TenedoH. DTO caMblii yaOoOHBIH M OBICTPBIA CIIOCOO
BOCCTAHOBUTH JIOCTYNl K cuery. IIpuBsi3aHHbIi TeneoH MOMOXET, eciau 3a0yJemb CBOM
IJIATEeKHBIA MapOJib WU 3aielIh HAa CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonb3yit ogqHopa3oBbie naponu. Ilocie nepexoaa Ha yCHIEHHYIO aBTOpU3alUio Tebe yxe
He Oy/IeT yrposkaTh OMAaCHOCTh KPa)Ku WIIM IiepexBaTa IIaTeKHOTO MapoJis;

3. Bribepu cioxubiii mapons. IIpectynHukam OyaeT HE HPOCTO yraaaTh CIIOKHBIA MapoJb.
HanexHple maponu - 3TO Mapoiu, KOTOPBIE CO/epKaT He MeHee 8 3HAKOB M BKIIOYAIOT B ceOs



CTPOYHBIC W TIPONHCHBIC OYKBBI, IH(PHI M HECKOJBKO CHMBOJIOB, TaKMe KaK 3HAK J0JUIapa,
¢bynTa, BOCKIMIaTeNbHBIN 3HaK 1 T.11. Hampumep, $tRONQ!;;
4. He BBOAM CBOM JINYHBIC JAHHBIC HAa CAUTaX, KOTOPHIM HE TOBEPSCIIb.

DJIeKTPOHHAS MOYTA

ONEeKTpOHHAsl 1NoYTa - 3TO TEXHOJOrUS M IPEJOCTABISIEMBbIE €H0 YCIYIM IO IEpPEChUIKE HU
MOJTYYCHUIO JJIEKTPOHHBIX COOOIEHMH, KOTOPbIE paCIpeleNsaioTcs B KOMIBIOTEPHOH CeTH.
OO6b1yHO 3JIEKTPOHHBIN MOYTOBBIA  SIIIMK  BBINJISLAUT CIIeIYIOLIUM oOpa3zom:
UMS_TIOJIb30BATENA(@UMS_JloMeHa. Takxke KpoMme TIepelayd IpOCTOr0 TEKCTa, HMEeeTCs
BO3MOXXHOCTH TiepeiaBaTh (ailsibl.

OcHOBHBIE COBETHI 110 0e30macHON paboTe ¢ NMEKTPOHHOM MOYTOH:

1. Hamo BwIOpaTh TpaBUIIBHBINA IOYTOBBIM CEpBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4IIe JOBEPSTHh TEM, KOTO 3HACIIb U KTO IEPBBIA B
pEUTHHTE;

2. He ykaspiBaii B JM4YHOW mouTe JMYHY0 uH(popmanmio. Hampumep, nyume BbIOparth
"My3bIKanbHbIN _paHat@" wium "pok2013" Bmecto "temal3";

3. Hcnonb3yit IByXATAIHYIO aBTOPU3AINI0. DTO KOT/Ia TOMUMO HapoJisi HY)KHO BBOJHUTH KOJI,
npuckLiaeMbii o SMS;

4. BeiOepu CIIOXKHBIN maposb. [ KaK10ro moYTOBOTO SIIIUKA JOJDKEH OBITh CBOW HAJICKHBIM,
YCTOWYMBBIN K B3JIOMY IapOJb;

5. Ecnm ecth BO3MOXXHOCTh HamMcaTh CaMOMY CBOM JIMYHBIN BOMPOC, UCTIONIB3YH ATy
BO3MOKHOCTB;

6. Mcronb3yit HeCKOJIBKO TIOYTOBBIX SAITUKOB. [IepBhIif /U1 4acTHON MEPENHCKH C aipecaTaMu,
KOTOPBIM ThI JIOBEPSICLIb. DTO 3JIEKTPOHHBIN apec HE HaJ0 UCIOIb30BaTh MPU PETUCTPALUU HA
dbopymax u caifrax;

7. He otkpsiBaii (haiiipl U Apyrue BIOXKEHHS B MUChbMaX, JaK€ €CIM OHHU MPUIUIM OT TBOUX
JpYy3€H.

Jlydiie yTOYHM y HUX, OTHPABIISUIH JIM OHU TeOe 3TU (ailibl;

8. Ilocre oxoHuYaHHs PabOTHI HA TIOYTOBOM CEPBHCE TEpeN 3aKPHITHEM BKIAIKH C CAUTOM He
3a0ynp Haxath Ha "Beriitu".

Ku6epOy/uiuHT WK BUPTYaJibHOE U3/1€BaTeJIbCTBO

KubepOynnuHr - mnpeciefoBaHUE COOOIIEHUSMH, COJAEPXKAIIUMH OCKOpPOJIEHMS, arpecculto,
3alyrMBaHKe; XYJIUTaHCTBO; COLIMAIbHOE OOMKOTHPOBAHUE C MOMOIIBIO PAa3INYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 00pbOE ¢ KNOEPOYIITMHIOM:

1. He Opocaiics B 60#. Jlyummuii coco0: mocoBeToBaThCsl Kak ceOsl BECTH U, €CIIM HET TOro, K
KOMY MOXXHO OOpaTuThCsi, TO BHayaje YCHOKOMTbcA. Ecium Tl HauHemb OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO el1le O0IbIIe pa30kkKellb KOH(IHUKT;

2. YnpaBiisiii CBoel KuOeppenyTaiuei;

3. AHOHMMHOCTb B ceTd MHHUMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 32 AaHOHUMHBIM
aKKayHTOM;

4. He crout BecTH XYyJIMTaHCKHM 00pa3 BUPTyanbHOH ku3HU. HTepHET (UKCHUpPYeT Bce TBOU
JIEUCTBUSI M COXPAHSIET UX. Y JAIUTh UX OYyJEeT KpaiiHe 3aTPyIHUTEIBHO;

5. Co0urosiait cBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyil enuHuuHbli HeraTuB. OJHOPa30Bble OCKOPOUTENbHBIE COOOLICHMS IydIle
urHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaaNH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COIIMAIBHBIX CETSIX
€CTh BO3MOXKHOCTb OJIOKHPOBKH OTITPABKU COOOIIEHUH C ONPEIETIEHHBIX apeCcoB;

8. Eciu ThI cBuzerens kubepOysuimHra. TBoM AEHCTBUS: BBICTYNUThH MPOTHB IMPECIe0BATENS,
[I0Ka3aTh €My, YTO €ro JIeMCTBUS OLEHUBAIOTCS HEraTUBHO, MOAJEPKATh KEPTBY, KOTOPO



HY)XHa IICUXOJOrn4dcckKas momMouib, COO6I_HI/ITB B3pOCJIBIM O q)aKTC arpeCCMBHOI'O IMOBCACHUSA B
CCTH.

MooOnabHbIi TeedoH

CoBpemenHble cMapTHOHBI U IUIAHIIETH COAEPKaT B ceOe BIIOJNIHE B3pOCIHbIH (YyHKIHMOHAT, U
Terepb OHM MOTYT KOHKYPHUPOBaTh CO CTAallMOHApPHBIMU KomIbioTepamu. OJHAKO, CpE/ICTB
3alIUTHI I TOJOOHBIX

YCTPOMCTB MOKa OYeHb Majio. TeCTUpOBaHUE U MOUCK YSA3BUMOCTEH B HUX MPOHCXOAUT HE TaK
WHTEHCUBHO, Kak 11 1K, To jxe camoe KacaeTcsi 1 MOOWIIBHBIX MPHIIOKECHUN.

CoBpemeHnHble MOOUIIBHBIE Opay3ephl yKe MPaKTUYECKU JOTHAIM HACTOJIbHBIEC aHATIOTH, OJHAKO
pacimpenre yHKIIMOHAIA BICYET 32 CO00i OOJBINYIO CIOKHOCTh M MEHBIIYIO 3alUIIEHHOCTD.
Jlaneko He BCe TMPOU3BOAUTENM BBINYCKAIOT OOHOBJICHMS, 3aKpbIBAIOIINE KPUTHYECKHE
YSA3BUMOCTH JUISI CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JIsi 0€30ITaCHOCTH MOOMIIBHOTO TeledoHa:

Hudero He sBisieTcst mo-HacTosmeMy OecrulaTHBIM. Byabs ocTopoxeH, Beab Koraa Tede
IIpeyIaratoT OEeCIIaTHBIA KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKME-TO IUIATHBIE YCIIYTH;
Hymaii, npexxae yem otnpaButs SMS, ¢oro umm Bumeo. Thl TOUHO 3HAEUIb, II€ OHH OYIyT B
KOHEYHOM HuTore?

Heo6xo0auMo 0OHOBIISTH ONEPAIIMOHHYIO CHCTEMY TBOETO CMapT(hOHA;

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBbI JUIsl MOOMIIBHBIX TeIe()OHOB;

He 3arpyxaii mpuio>KeHust OT HEM3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT COAEPIKaTh
BPEJIOHOCHOE NTPOrpaMMHOE 00ecIieYeHue;

[Tocne Toro xak Thl BbliiienIb ¢ caifTa, re BBOJWJ JUYHYI0 UH(POpPMAIUIO, 3aiii1 B HACTPOUKHU
Opaysepa u ynanu CooKies;

[lepuonnyecku npoBepsii, Kakue IUIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOW HOMEpP MOOMIIBHOTO TeleOHa TOJIBKO JIFOSM, KOTOPBIX THI 3HACHIb U KOMY
JI0BEpsieLb;

Bluetooth nomxken ObITH BBIKIIIOUEH, KOT/Ia Thl MM HE MoOJb3yelnbes. He 3a0biBail nHOT 1A
MIPOBEPATH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KPACOYHbIE, 3aXBATHIBAIOIINE PA3BIICUECHUS, OOBEANHSIONIHE
COTHH THICSY YEJIOBEK 10 BceMy MHpY. Mrpokn HccinenyroT TaHHBIH UM MUp, OOIIAIOTCS APYT C
JPYTOM, BBIMOJHAIOT 3aJaHMsl, CPAXKAIOTCS C MOHCTPAMM U IMOJy4aroT OMBIT. 32 yIOBOJILCTBUE
OHU TUIATST: MOKYNAIOT TUCK, OTUIAYMBAIOT ADOHEMEHT HJIH IMPHOOPETAIOT KaKHWe-TO OMIIHH.

Bce 31 cpenctBa uayT Ha nojJiepKaHue U pa3BUTHE UTPHL, @ TAKXKE HAa caMy 0€30MacHOCTb:
COBEPIIECHCTBYIOTCSI CHCTEMBI aBTOPH3AIIMH, BBITYCKAIOTCS HOBBIE MaT4yd (IIU(PPOBBIC 3aIUIaTKU
JUIsL IPOTPaMM ), 3aKpPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B momoOHBIX HTpax CTOMT OIacaTthCsi HE CTOJIBKO CBOMX COIMEPHUKOB, CKOJIBKO KPaKU TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3AIUK OOJIBIIMHCTBA UTD.

OCHOBHBIE COBETHI 110 0€30MTaCHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecau apyroii urpok BeneT ceds IIoxXo MM co3AaeT Tede HEMpUATHOCTH, 3a0JIOKUPYH ero B
CIIHCKE UTPOKOB;

2. Tloxanyiics atMUHHCTpAaTOpaM UIPHI HA IJIOXO0E MOBEJIEHHE 3TOT0 UTPOKa, KeJIaTeIbHO
MPHUIIOKHUTH KaKHe-TO JIOKA3aTeIbCTBA B BUJIE CKPHHOB;

3. He yka3zpiBaii mnuHyI0 HHPOpMALUIO B Tpodaiiine Urpsl;

4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopUIMaIbHBIE TATYA U MOJIBI;

6. Mcronb3yit cI0XKHBIE U Pa3HBIE TAPOIIH;

7. Jlaxxe BO BpeMsl UTPBI HE CTOUT OTKJIIOYaTh aHTHBHUpPYC. [Toka Thl Urpaelib, TBOM KOMIbIOTEP
MOT'YT 3apa3HTh.



@OUIIMHT WM KPaKa JUYHBIX JAHHBIX

OObBIYHON Kpakell JeHeTr W JOKYMEHTOB CErOJHS y)K€ HUKOTO HE YAHMBHIIb, HO C Pa3BUTHUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA TEPEMECTHIINCh B HWHTEPHET, U MPOJOJIKAIOT
3aHUMAThCA "MIOOUMBIM" JIEJIOM.

Tax mosiBuIach HOBask yrpo3a: HHTEPHET-MOIIEHHNYECTBA WM (DUIIMHT, TJIaBHAs LEeldb KOTOPOro
COCTOUT B MOJYYCHUH KOH(PHUACHIMATBHBIX JAaHHBIX IMOJIb30BATEJCH - TOTMHOB W maposieii. Ha
aHMIMICKOM si3bike phishing uwmraercs kak ¢umunar (ot fishing - peionas nosms, password -
apoJib).

OcHOBHBIE COBETHI 110 O0PKOE ¢ PHUIIMHTOM:

1. Cnemu 3a cBouM akkayHTOM. Eciiu TBI OJ03peBacIiib, 4TO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He0o0X0IMMO 3a0JIOKUPOBATh €€ U COOOLIUTH aJMUHHUCTpATOpaM pecypca 00 3TOM Kak MOXHO
cKopee;

2. Ucnonp3yit Oe3onacHblie BeO-caliThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;
3. Hcrmone3yil cinokHble M pa3Hble maposd. Takum oOpa3om, eciau TeOs B3JIOMAlOT, TO
3II0YMBINUICHHUKY MOJIYyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOUIIO B CETH, a HE KO BCEM;

4. Ecnu TeOsi B3JIOMalHM, TO HEOOXOAMMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpHIC
no0aBJeHbl y TeOsI B IPY3bsiX, O TOM, UYTO TeOs B3JIOMaIHl U, BO3MOXKHO, OT TBOET'O UMEHHU OyneT
pacchUIaThCs ClIaM U CChUIKU Ha (PUIIMHTOBBIC CAUTHI,

5. Ycranosu HanexHbii mapois (PINe) Ha MoOubHBIN TenedoH;

6. OTKITI0YM coOXpaHEHHE aposisi B Opaysepe;

7. He oTkpsiBail Qaiiniel U Apyrue BIOXKEHHUS B MHUCbMaxX, Ja)XX€ €CIU OHU MPUIUIH OT TBOUX
JpYy3EH.

Jlydiie yTOYHH Y HUX, OTHPABIISUIH JIM OHU TeOe 3TU (aiiibl.

Hudposas penyrauus

[Mudposas penyranus - 3T0 HeraTUBHAs UM MMO3UTHBHAs MH(OpMaLUs B ceTu o Tede.
Kommpomerupytomnias nHpopmanus, pa3MelieHHasi B MHTEPHETE, MOXKET CEPbE3HBIM 00pa3omM
OTpa3uTbcsl Ha TBoeH peanbHOM *ku3HU. "LludpoBas pemyranusa" - 370 TBOM UMUK, KOTOPBIHA
¢dbopmupyercst u3 uHpopMauu o Tede B UHTEPHETE.

TBoe mMecTo XHUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOXKEHNUE, OCOOCHHOCTH XapaKkTepa U
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue NnoApOCTKH JETKOMBICICHHO OTHOCATCSA K IMyOJMKalMM JUYHOW HMH(pOpMalUU B
WNuTepHere, He MOHUMAas BO3MOXKHBIX MOCHEACTBUM. Thl Jaxke HE CMOKEIIb J10raJaThCsl O TOM,
4To (oTorpadusi, pazMelieHHas 5 1eT Hazal, cTaja IPUYNHON OTKa3a MPUHATH TeOs Ha paboTy.
KommenTapuu, pazMenienre TBoux (pororpaduii u apyrue 1eiMCTBUS MOTYT HE UCUE3HYTh JaXKe
1ocje TOro, Kak Thl MX YAaJIHIIb. Thl HE 3HAElIb, KTO COXPAHUI ATY MH(POpPMAIHIO, TIoTaNa JIn
OHA B TIOWCKOBBIE CHUCTEMbI U COXPaHWJIACh JIM OHA, a TJIABHOE: YTO MOJyMaroT o Tebe
OKpY>KaroIllue JII0/IM, KOTOpble HalaAyT U yBUIAT 3T0. HaiiTu uHdopMmaiyio MHOro JieT ciycrts
CMOXeT JII000H - Kak U3 A0OpbIX MOOYXKIEHUH, TaK U C HaMEPEHHEM IMPUYMHUTH Bpea. ITO
MOJKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIIuTe UPPOBOIl penyTaluu:

1. ITogymaii, npexze yem yTo-To MyOIMKOBATh U MepeaBaTh y ceOs B GJiore Win B COLUATbHOM
CeTH;

2. B nactpoiikax npoduis ycTaHOBH OTpaHUYEHHUS! HAa MPOCMOTP TBOETO MPO(UIS U €ro
COJIEPKUMOT0, ClIeJIall €ro TOJIBKO "I npy3en’;

3. He pa3memiaii u He yka3biBail HH(POPMAIHIO, KOTOPAas MOXET KOTO-THOO0 OCKOPOJIATH WIIH
O0MXaTh.

ABTOpCKOE PaBo



CoBpeMeHHbIE WIKOJBHUKHM - aKTHBHBIE IMOJIb30BaTenu LudpoBoro mpoctpaHcTBa. OmHako
JlaJIeKO HE BCE 3HAIOT, YTO TMOJB30BaHWE MHOTUMHU BO3MOXXHOCTSIMHU ITU(GPOBOrO MUpa TpedyeT
cOOJIIOICHUSI [TPaB Ha UHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEUIEKTyallbHass COOCTBEHHOCTH" OTHOCHUTCA K  Pa3JIMYHBIM  TBOPEHHUSIM
YeJI0BEYEeCKOr0 yMa, HauMHas ¢ HOBBIX M300pETeHHI 1 3HAaKOB, 0003HAYAIOIIUX COOCTBEHHOCTD
Ha TMPOAYKTHI W YCIYT'H, W 3aKaH4YMBas KHHUTaMH, (oTorpadusimu, KAHOPWIBMAMH U
MY3bIKaJIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa HA UHTEJUICKTYAJIbHYI0O COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTypbl U HMCKycCTBAa. ABTOPCKME MpaBa BBICTYMAIOT B KauyeCTBE TapaHTUHM TOTO, 4YTO
WHTEJUICKTYaIbHBIN/TBOPUYECCKUIA TPYJ aBTOpa HE OyIeT HAlpacHBIM, JACT €My CIPaBEIJIHBBIC
BO3MOXXHOCTH 3apa0o0TaTh Ha pe3ysbTaTax CBOEro TPYAd, MOJYYUTh U3BECTHOCTh U MPHU3HAHHE.
Hukro 6e3 pa3perieHust aBTopa He MOKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHHE, PACTIPOCTPAHSITH,
myOJIMYHO JIEMOHCTPUPOBATH, MpPOJaBaTh, HMIIOPTUPOBATh, IyCKaTh B MPOKAT, MyOIMYHO
UCIIOJIHSATH, MTOKA3bIBATH/UCIIOHATH B 3(Upe Wi pa3Meniate B UHTepHeTe.

Hcnons3oBanue '"mupaTckoro" MpOrpaMMHOTO OOCCIEYEHHS MOXKET MPHBECTH K MHOTHM
pUCKaM: OT TOTEpU [aHHBIX K TBOMM AaKKayHTaMm 10 OJOKMPOBKH TBOETO YCTPOMCTBA, TIE
yCTaHOBJICHA HellerajipHas nporpamMmma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JierajbHbIC
1 OecIuIaTHbIE TPOTPaMMBbl, KOTOPbIE MOKHO HAUTH B CETH.

O nopraJie

CereBn4oK.p(h - TBOU TJIABHBIM COBETYHK B CETH. 3/IECh Thl MOXKEIIb Y3HATH O 0€30MacHOCTH B
CeTH MOHATHBIM U JIOCTYIHBIM $I3BIKOM, a IPU BO3HUKHOBEHHHM KpPUTHUYECKOW CHUTyalluu
o0paTHThCS 32 COBETOM. A TakKe NMPUHATh Y9acTHE B KOHKYpPCaxX M CTaTh CaMbIM ITU(POBBIM
rpakaHuHOM!



